Include Permissions

Daisy alowsto do inclusionsin documents. This can be either other Daisy documents (through the "daisy:"
syntax) or when published through the Daisy Wiki, any URL resolvable by Cocoon (the framework on
which the Daisy Wiki isimplemented). However, allowing document authors to include any arbitrary URL
might introduce security issues. For example, one could retrieve content from the file system using a "file:"
URL. Also, the "http:" URLs are resolved behind the firewall (if any) which might be a problem too.

Therefore, by default, all external inclusions are disallowed. Y ou can give access for certain schemes or
URL s through a configuration file. Thisfileislocated at:

<wi ki data di rectory>/external -include-rul es. xm

Thisfile has a<rules> root element containing <rule> children:

<?xm version="1.0"?>

<rul es>
<rule ... />
<rule ... />
</rul es>

Each rule element can have the following attributes:

» schenme: http, file, cocoon, etc.

« val ue: the vaue which should be checked, isone of: uri , host , i p (host and ip do not make sense
for al schemes)

* mat chType: how the value should be matched, one of:

e string

» stringlgnoreCase

* wildcard

» wildcardignoreCase
* regexp

* regexplgnoreCase
o subdir (see further on for more details)
« nmat chVal ue: the value (or regexp or wildcard expr) to be matched against
e port From(optional, only for HTTP)
e port To (optiona, only for HTTP)
* pernission: grant or deny
There are two possibilities:

« @ther the <rule> element has only the scheme and permission attributes, to globally allow a scheme
» orithasall attributes (except for the optional portFrom and portTo)
Evauation of the rules:

e dtart situation: all inclusions are denied.
» dl rulesare processed, top to bottom, later results overwriting earlier results.
Example:
<?xm version="1.0"?>

<rul es>
<rul e schene="http" value="uri" matchType="stringl gnoreCase"
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mat chVal ue="htt p: // ww. sonehost . conf sonefile.xm " perm ssion="grant"/>
<rul e schene="http" value="ip" matchType="wi | dcard" matchVal ue="67.19.2.*"
port From="80" port To="80" perm ssion="grant"/>
<rul e schene="http" val ue="host" matchType="stri ngl gnoreCase"
mat chVal ue="Dbl ogs. cocoondev. org" perni ssi on="deny"/>
<rul e schene="cocoon" val ue="uri" matchType="wi | dcar dl gnor eCase"
mat chVal ue="cocoon://dai sy/ ext/**" perm ssion="grant"/>
<rul e schene="file" value="uri" matchType="subdir"
mat chVal ue="/hone/ bruno/ t np" perm ssi on="grant"/>
</rul es>

Some more notes on the matchtypes:

» Wi | dcar d usesthe cocoon wildcard matcher. This means one * matches any character except for
dash ("/"), while ** matches any character

* regexp usesthedefault Javaregexp engine. You will usually want to start them with ~ and end them
with $.

e subdir isaspecia case, which should only be used with the file scheme. It constructs ajava.io.File
object for the value and the matchVaue, takes their canonical path (which is absolute and unique), and
check whether the first starts with the second.

Further notes:

» changesto the external-include-rules.xml file are immediately detected, thus do not need arestart of the
Daisy Wiki.
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http://www.somehost.com/somefile.xml

